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Security analysis of a distributed reprogramming protocol for wireless sensor 
networks 
Abstract 
Reprogramming for wireless sensor networks is essential to upload new code or to alter the functionality 
of existing code. To overcome the weakness of the centralized approach of the traditional solutions, He et 
al. proposed the notion of distributed reprogramming where multiple authorized network users are able to 
reprogram sensor nodes without involving the base station. They also gave a novel distributed 
reprogramming protocol called SDRP by using identity-based signature, and provided a comprehensive 
security analysis for their protocol. In this letter, unfortunately, we demonstrate that SDRP is insecure as 
the protocol fails to satisfy the property of authenticity and integrity of code images, the most important 
security requirement of a secure reprogramming protocol. 
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